SETTING UP YOUR LOCK
SCREEN
Go to Settings > Touch ID & Passcode
• Turn Passcode to “On”
• Turn off “Simple Passcode”
• Turn on “Erase Data”

* Erase data setting will wipe phone after 10 failed login attempts. This is important to
use. We will explain why later.

LOCK SCREEN
• Require passcode immediately.
• Turn on or off what you do or don’t want visible
when the phone is locked.

LOCK SCREEN TYPES AND
SECURITY LEVELS
• Fingerprint – Senses fingerprint of one or more

fingers. Fingerprint feature is restricted to iPhone 5s
or later devices. (Secure when used in combination
with complex passcode)

• Complex passcode – More than four characters, alphanumeric. (More secure than simple passcode)

• Simple passcode – Four digits, numeric characters
only. (NOT RECOMMENDED)

USE CAUTION WHEN USING
PUBLIC NETWORKS
Reasons why you shouldn’t use public WiFi:
• Unknown security
• You are sharing a network with people you do not know
• You become at high risk for man-in-the-middle attacks
If you have to use public WiFi:
• Avoid accessing personal accounts (email, social media)
• Never check bank accounts or perform any financial transactions
• Try to make sure your connections are secure (https: instead of http:)

DATA ENCRYPTION &
KILL SWITCH
•

Starting with iOS 8, all iPhones are encrypted when the phone is locked.
Apple’s encryption method is so secure, Apple themselves remarked that they
too are restricted from accessing users’ data.

•

Speaking of a “kill switch,” all iPhones using iOS 8 require that you log in with
your Apple ID when setting up the phone. Apple’s “kill switch” is tied to that ID.
Now, if your cell phone is lost or stolen, no worries – the device is useless
without your Apple ID and passcode.

•

Remember setting your passcode and turning on the “Erase Data” feature? If
you look just below the “Erase Data” button, you will see “Data protection is
enabled.” That means your device is now using encryption to protect your data.

ACTIVATE “KILL SWITCH”
• If using an older device or iOS 7 or below, you
need to activate iCloud features.

• Go to Settings > iCloud > Find my iPhone.
• Turn on “Find my iPhone.”
• That’s it, you’re all set! Try tracking your

phone by logging into icloud.com. Simply
enter your Apple ID and Passcode.

UPDATE REGULARLY
Make sure you activate auto-updates for apps.
• Go to Settings > iTunes & App Store
• Make sure you turn on “Updates”

UPDATE REGULARLY
KEEP IOS UPDATED!

•

If you see this:
, go to Settings > General > Software Update and
update your phone.

•

For security reasons, it’s important that you keep your device up to
date.

KNOW WHAT PERMISSIONS
APPS USE
• Different apps require different permissions to function properly.
• Apps will seek permission when using them for the first time.
• Make sure you understand the permissions requested.
• If you would like to see what your apps have access to, go to Settings >
Privacy and take a look by category. Select a category to see a list of
accessing apps.

KNOW WHAT PERMISSIONS
APPS USE
• If there’s an app you do not approve of, simply turn it off.
• Be cautious making changes, as apps may not work properly when their
permissions have changed.

TURN OFF BLUETOOTH AND WIFI WHEN
NOT IN USE
These services allow other devices to see and connect to your device. They
can be very useful, but make sure they are turned off when not in use. You can
quickly turn these features on and off from the Control Center.
• Bluetooth – Uses wireless technology to connect mostly to peripherals
but can also be used for data transfer.
• WiFi – Allows other devices to connect to the internet through your
phone.
To access Control Center, unlock your phone and slide your finger from the
Home button to the center of the screen. Simply select the feature you want to
turn on or off.

THAT’S IT,
BASIC PROTECTION IN A NUTSHELL
The Aransas Pass Police Department is always available for assistance. should you have any
questions or concerns about this tutorial, contact us at 361 758-5224, https://appolice.com/contact-us/, or email us directly at info@ap-police.com.
If you have suggestions for other tutorials, we’d love to hear ‘em too!

Presentation written by Eric Blanchard.

